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(57) ABSTRACT 

The invention relates to the field of data packet management, 
and more specifically to the field of managing of data packets 
in Such a manner that power consumption is reduced. Such 
reduction being especially beneficial for portable device 
applications. In accordance with an embodiment of the inven 
tion there is provided a method of handling and manipulating 
data wherein padding and unpadding operations for a packet 
of data are performed at the transmission/reception of a 
packet from a network, and data handling is minimized within 
the portable device. According to another embodiment of the 
invention there is provided a method of encryption for packet 
data absent the padding data. 

4 Claims, 8 Drawing Sheets 
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1. 

METHOD FOR INSERTING/REMOVAL 
PADDING FROMPACKETS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application is a continuation of and claims priority to 
U.S. patent application Ser. No. 1 1/497.418, filed Aug. 2, 
2006, which claims priority to U.S. Provisional Application 
No. 60/704,459, filed Aug. 2, 2005, each of which is hereby 
incorporated by reference herein in its entirety. 

FIELD OF THE INVENTION 

The invention relates to the field of data packet manage 
ment and more specifically to the field of managing of data 
packets in Such a manner that power consumption is reduced. 

BACKGROUND OF THE INVENTION 

Currently, there exists a standard for transmitting data 
grams over Ethernet networks. The basic unit of data trans 
mission over an Ethernet network is a frame wherein the 
Ethernet frame defines the data layout at the OSI Layer 2 link 
level. Ethernet has a minimum packet size because the trans 
mission of a packet at the Source node without hearing a 
collision is assumed to be an acknowledgement of the trans 
mission and no collisions are assumed until the Source has 
heard the end of packet transmission. 

The length of an Ethernet frame is typically no less than 64 
bytes or 512 bits and no more than 1518 bytes. The 64 bytes 
consist of two 6-byte addresses, 2-bytes of type, 4-bytes 
CRC, and 46 bytes of data. The exception to the minimum 
length is the Gigabit Ethernet standard where the minimum 
packet size is increased to 512 bytes. 
A runt packet is then considered as a packet that is Smaller 

than the minimum Ethernet frame size of 64 bytes excluding 
the preamble. This minimum size is tied to the maximum 
propagation time of an Ethernet network segment (51.2 
microseconds) and it takes approximately 51.2 microseconds 
to transmit 64 bytes of data. Therefore, every node on the 
segment is aware that another node is transmitting before the 
transmission is complete, providing for more accurate colli 
sion detection. Typically, if the host has less than 46 bytes of 
data to send, the host pads bytes to make the data into 46 
bytes. 

This operation is typically done at the processor or micro 
controller in communication with the Ethernet controller. 

Furthermore, in some cases, other padding is done to 
ensure security of the packet over the network. For example, 
this padding is done to conceal the actual length of the pay 
load or the header. 

In wireless communication, it is desired to transmit as few 
bytes as possible and, therefore, padding is typically undesir 
able. That said, it must be employed, where necessary, to meet 
a standard, such as the Ethernet standard. This results in 
padding and unpadding operations that are wasteful of pro 
cessing time and, for portable devices, battery power. 

SUMMARY OF THE INVENTION 

In accordance with the invention there is provided a 
method of removing padding from a packet comprising: 
receiving a packet from a network at a receiver, the packet 
comprising padding data; Storing a portion of the data packet 
including other than padding data within a memory; and, 
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2 
other than storing a portion of the data packet comprising 
padding data within the memory. 

In accordance with the invention there is provided a 
method of inserting padding within a packet comprising: 
receiving a packet from a memory, the packet absent padding 
data; transmitting the packet via a network; and, automati 
cally inserting padding data within the packet during trans 
mission thereof. 

In accordance with the invention there is also provided a 
method of encrypting a packet using a cryptographic engine 
comprising: receiving data, the packet comprising padding 
data; performing a cipher operation on the data including one 
of discarding padding data within data that is decrypted dur 
ing the ciphering and adding padding data to the data prior to 
encryption thereof during the ciphering, the padding data 
other than stored within memory with the data in a plain text 
form. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Exemplary embodiments of the invention will now be 
described in conjunction with the following drawings, in 
which: 

FIG. 1 illustrates a data packet processing system in accor 
dance with a first embodiment of the invention; 

FIG. 2 illustrates operating steps according to the second 
embodiment of the invention for removal/insertion of pad 
ding of a packet; 

FIG. 3 shows a simplified data flow diagram showing a 
packet including padding received by the Ethernet controller; 

FIG. 4 illustrates a simplified data flow path diagram show 
ing a data packet absent padding bytes for transmission from 
a transceiver; 

FIG. 5 illustrates data flow for a method for transmitting a 
packet using IPSec protocols according to a second embodi 
ment of the present invention. 

FIG. 6 illustrates data flow for a method for receiving a 
packet using IPSec protocols wherein the cryptographic 
engine connected to the receiver of an Ethernet controller 
decrypts the packet, removes its padding and the new IP 
header and passes the unpadded data to the transport layer; 

FIG. 7 shows a simplified data flow diagram for transmit 
ting a packet using IPSec protocols; and, 

FIG. 8 shows a simplified data flow diagram of a method 
for receiving an encrypted padded packet according to IPSec 
protocols. 

DETAILED DESCRIPTION THE INVENTION 

FIG. 1 illustrates a method according to the invention for 
processing of an Ethernet frame. An Ethernet frame com 
prises a preamble used for synchronization; a start frame 
delimiter marking the start of a frame; a destination field 
showing the MAC address of the network node to which the 
frame is addressed; a source field showing the MAC address 
of the transmitting node; a length/type field indicating the 
number of bytes to follow in the data field; a data field con 
taining the information being sent across the network; a Pad 
field used to lengthen the data field; and, a frame check 
sequence field to test for errors. 

In order to detect collision across a network according to 
CSMA/CD, a minimum packet size of 64 bytes is set for an 
Ethernet frame wherein 46 bytes comprise the data. In the 
case where the data field is less than 46 bytes long, then the 
Padfield is filled with a zero-octet pattern. Typically, a colli 
sion occurs when two nodes attempt to transmit at the same 
time. A transmitting node is generally required to transmit the 
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minimum packet size and detect whether collision has 
occurred. For 10 Mbps and 100 Mbps Ethernet, the slot time 
is 512 bit times, which is also the minimum length of an 
Ethernet packet. As such, any frame received by a node that is 
less than 64 bytes in length is automatically assumed to be a 
fragment from a collision and is discarded. 

Typically, the microprocessor determines an amount of 
padding and performs the insertion and removal of padding 
for an Ethernet packet. The data packet including padding is 
then provided to a transceiver for transmission to the Ethernet 
network. 

In wireless applications, reducing power consumption is 
extremely important resulting in a longer battery life and 
improving performance. This is possible through limiting an 
amount of data transmitted when possible. A further method 
for reducing power consumption in battery powered wireless 
devices is to limit processor operations and other power con 
Suming operations. Each data transfer and each storage opera 
tion is known to consume power and is, therefore, beneficial 
only when necessary. 

FIG. 1 shows a simplified flow diagram of a method for 
receiving a frame including padding according to one 
embodiment of the invention. A packet is received at a trans 
ceiver. The transceiver includes a receiver of an Ethernet 
controller. Within the transceiver is a counter. When a 
received data packet includes padding therein, the data is 
received but only the data absent the padding bits is stored in 
a memory buffer. The memory buffer is for storing the data for 
later retrieval by a microprocessor. For example, the trans 
ceiver includes a counter for counting the number of bits until 
the start of padding. Once the counter has completed count 
ing, the remainder of the packet data is discarded as it com 
prises only padding. Thus, the padding bytes are not pro 
cessed, moved or stored within the data buffer or retrieved 
therefrom by the microprocessor. This saves power consump 
tion that would be necessary to move the padding bits 
throughout the circuit. 

Referring to FIG. 2, a simplified flow diagram of a method 
for padding a frame according to one embodiment of the 
invention is shown. An unpadded packet is received from a 
processor at a transceiver. The transceiver includes a trans 
mitter for transmitting data, the data in the form of an Ethernet 
packet. Within the transceiver is a counter. When a received 
data packet absent padding therein but requiring padding is 
received from the processor, the amount of padding necessary 
is determined. The transmitter then transmits the data within 
the data packet and inserts padding bits as necessary during 
transmission thereof. Thus, the padding bytes need not be 
transferred from the processor to the transceiver. Though the 
term determined is used with relation to finding an amount of 
padding, it is a simple matter to have a counter counting down 
transmitted bits and when greater than Zero, continuing the 
transmission with padding bits until the counter reaches Zero. 

For example, when the data packet is transferred from the 
processor via a memory buffer, the data packet is stored 
within the memory buffer. The memory buffer is for storing 
the data for retrieval by the transceiver and for transmission 
therefrom. Thus the padding bits are not stored by the pro 
cessor in the memory buffer and need not be retrieved by the 
transceiver, thereby reducing power consumption over cir 
cuits that require the transfer of the padding bits. 

In FIG. 3 a data flow diagram showing a packet including 
padding received by the Ethernet controller is shown. If the 
amount of data X2 within the packet is below 46 bytes then 
the packet includes padding therein of Y2 bytes such that 
X2+Y2=46 bytes. The transceiver then ignores the padding 
bytes Y2 such that only the data bytes X2 absent the padding 
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4 
bytes are stored in the memory buffer. The data bytes X2 
absent the padding bytes Y2 are retrieved from the buffer by 
the microprocessor. By reducing the number of bytes stored 
in the memory buffer from X2+Y2 to X2, the number of bytes 
retrieved from the memory buffer and processed is reduced 
thereby decreasing memory access operations by 2(Y2)— 
one store and one retrieve per padding byte—and decreasing 
power consumption for the data receive operation. 

FIG. 4 illustrates a data flow path diagram showing a data 
packet absent padding bytes for transmission from a trans 
ceiver. For example, if a packet with X1 bytes of data being 
less than 46 bytes is to be transmitted, the microprocessor 
loads the X1 bytes into the buffer to be retrieved by the 
transceiver of an Ethernet controller. The transceiver trans 
mits the retrieved bytes and then, during transmission, adds 
Y1 padding bytes such that the data comprises 46 bytes. In 
this manner, the transceiver only retrieves X1 bytes from the 
buffer and generates the further Y1 bytes for transmission 
therefrom. The resulting operation requires Y1 fewer store 
operations and Y1 fewer retrieve operations thereby reducing 
power consumption. 

FIG. 5 illustrates a method for transmitting a packet using 
IPSec protocols according to a second embodiment of the 
present invention. As shown, a packet is transmitted from the 
transport layer to the Network (IP) layer. Typically, this 
framework includes an authentication header (AH) and 
encryption service payload (ESP) where the combination 
provides privacy, integrity and authentication for IP. Typi 
cally data that is encrypted is referred to encrypted data, data 
that is decrypted refers to decrypted data, data that is unse 
cured is referred to as plain text data, and ciphering is used as 
a term to denote both encryption and decryption processes. 
The ESP payload handles encryption of the IP data and the 

payload data is of variable length as the ESP also contains 0 
bytes to 255 bytes of padding to ensure the data will be of the 
correct length for particular types of encryption processes. 
ESP typically puts information both before and after a pro 
tected data. In the present embodiment of the invention, the 
cryptographic engine connected to the transceiver of the Eth 
ernet controller handles the encryption and the padding. For 
encryption, the data, the padding and the padding length and 
the next header are encrypted. The packet then adds a new IP 
header thereby wrapping the IP packet in another IP packet. In 
this manner the packet remains secure upon transmission and 
is not easily analyzable by a third-party. 

Alternatively, FIG. 6 shows that upon receiving a packet 
encrypted using IPSec protocols, the cryptographic engine 
connected to the receiver of an Ethernet controller decrypts 
the packet, removes its padding and the new IP header and 
passes the unpadded data to the transport layer. Typically, this 
removal of padding is performed at the microprocessor, 
thereby requiring a larger than necessary data transfer to and 
from a memory buffer. By performing the padding and 
removal of padding within the cryptographic engine, the 
power required for data transfer is reduced while maintaining 
functionality. 

Referring to FIG. 7, a data flow diagram for transmitting a 
packet using IPSec protocols is shown. The packet is received 
from the transport layer comprising an IP header and the rest 
of the packet passed from the transport layer. A cryptographic 
engine determines a padding length in accordance with a 
selected encryption algorithm. The padding is then inserted 
within the data during encryption Such that the padding data 
need not be transferred numerous times to and from memory, 
thereby saving power. The encrypted data packet including 
padding bytes therein is then passed along the network Such 
that the length of the original IP packet and its contents are not 
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easily determinable without a cryptographic engine Support 
ing a same encryption standard and having security informa 
tion necessary for decrypting the encrypted data packet. 

Referring to FIG. 8, a data flow diagram of a method for 
receiving an encrypted padded packet according to IPSec 
protocols is illustrated. The received packet containing an 
ESP payload and variable padding is received by a crypto 
graphic engine having security data available thereto for use 
in accessing data secured within the encrypted data packet. 
The cryptographic engine decrypts data within the packet and 
stores the data absent padding data within a memory buffer 
for being accessed by a processor. Thus, padding bytes within 
the decrypted data are not transferred to the processor thereof, 
thereby saving power for the overall operation. 

Advantageously, the embodiments described above oper 
ate within existing standards to provide improved power per 
formance for portable and battery operated devices. Though 
the invention is described with reference to transceivers, it is 
equally applicable to receivers, transmitters, and to crypto 
graphic engines. 
Numerous other embodiments may be envisaged without 

departing from the spirit or scope of the invention. 
What is claimed is: 
1. A method for performing a ciphering operation on a 

packet received by a device implementing a cryptographic 
engine using a processor, comprising: 
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6 
receiving by the device implementing a cryptographic 

engine an asynchronous packet comprising a plurality of 
data bits and a plurality of padding bits; 

counting the data bits in the received padded packet; 
removing the padding bits from the received padded packet 

within said device; and 
storing the data bits in the asynchronous packet, after 

removal of the padding bits, in a memory for retrieval by 
the processor within said device; 

performing, by the cryptographic engine the cipher opera 
tion on the data bits stored in said memory to create 
ciphered data in said device thereby reducing power 
consumption of said processor, 

adding padding bits to the ciphered data; and 
transmitting the ciphered data and the added padding bits 

into a network. 

2. A method according to claim 1, wherein the device is a 
wireless communication device. 

3. A method according to claim 2, wherein the padded 
packet comprises an Ethernet packet. 

4. A method according to claim 1, wherein the device is a 
battery-powered device. 
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